
Trustwave’s vulnerability scanning and management services help you to understand your 

organization’s exposure to attack and compromise from network borne malware attacks.

Comprehensive Scanning Services  
from the Experts
At Trustwave, we take managed services to the next level with 
our broad portfolio and low cost of ownership — enabling you 
to focus on your business while we focus on your security. Our 
comprehensive scanning services protect organizations by 
identifying and reporting network security vulnerabilities that 
can be exploited by cybercriminals. Scanning technology from 
SpiderLabs®, Trustwave’s industry leading forensics and security 
research team, provides current and up-to-date intelligence for 
optimal and effective scanning support.

Get the Complete Picture
Trustwave’s Vulnerability Scanning and Management services 
provide complete visibility into network vulnerabilities from 
outside and inside the corporate firewall, and include centralized, 
visual management capabilities

External Vulnerability Scanning
Regularly scheduled, in-the-cloud, external scanning offers 
insight into what vulnerabilities are being exposed through 
your firewall to the outside world. Regular vulnerability plug-in 
updates are provided by the SpiderLabs Advanced Research 
and Development Team.

Internal Vulnerability Scanning
Provided as a managed service, internal scanning offers the 
same industry leading vulnerability technology as external 
scanning, providing you with a hacker’s view of vulnerabilities 
inside the network behind your firewall.

Vulnerability Manager
Housed in Trustkeeper®, Trustwave’s unified web portal, 
Vulnerability Manager provides dashboard support for:

• Scheduled and ad-hoc scans

• Scan results reporting

• Side-by-side scan comparisons

• Asset inventory

• Bulk vulnerability disputes

Trustwave Vulnerability Management 
STAY ABREAST OF NETWORK VULNERABILITIES 

Drill-down Detail and Reporting
Quickly generate finished reports and easily view vulnerability details.

Drill-down Detail and Reporting
Quickly generate finished reports and easily view vulnerability details.
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Self-Service Support
Easily accessible in Trustwave’s award-winning secure 
TrustKeeper Web Portal, Trustwave’s Enterprise Vulnerability 
Manager provides:

• Summaries -  Dashboard views of scan results including 
trending analysis

• Flexibility -   Support for multiple scan types, including light 
inventory and full vulnerability scanning

• Visibility -  Multiple scan profiles for varying visibility needs 
by network location

• Reporting -  General vulnerability and compliance-based 
reporting

• Alerts -  Customizable notifications including upcoming 
scans, scan kick-offs and completion

Key Benefits
Trustwave’s complete network vulnerability scanning and 
management functionality enables you to:

• Show Compliance -  Prove your ongoing security posture 
improvements to internal groups, auditors, investors, and 
business partners

• Stay Protected -  Keep up-to-date on emerging threats with 
vulnerability plug-ins and tests written by the SpiderLabs 
Vulnerability Research Team

• Scan Continuously -  Schedule scans at regular intervals to 
identify new risks across the network

• Monitor Networks -  Understand your IT asset inventory, 
how and where changes occur, and what network services 
assets have been enabled

• Take Action -  Immediately understand the next steps to help 
remediate identified vulnerabilities

 

About Trustwave SpiderLabs®

Expertise
Our team consists of many of the top security professionals 
in the world. With career experience ranging from corporate 
security executives to security research labs as well as federal 
and local law enforcement, our team has the expertise and 
dedication to stay ahead of the issues and threats affecting your 
organization’s security posture.

Experience
We have performed thousands of incident response and forensic 
investigations as well as application and network security 
penetration tests for customers around the globe — from start-
ups to Fortune 50 companies.

Facilities
We maintain the most advanced security testing and research 
labs in the industry — located in every region across the globe to 
deliver the best quality of service to you.

Confidentiality
We work closely with you to ensure that all our services are 
performed with strict confidentiality and under rigorous legal 
oversight.
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Frequently Asked Questions
1. How do I add additional scan profiles?   

When logged in and viewing the “schedule” screen, click 
on the “new scan” button in the top left corner. Name the 
profile, set the scan schedule, select the scan type, and then 
add targets and save. Additional details can be found here: 
https://www.trustwave.com/evm-getting-started

2. Will the scan have a negative impact on my network?  
 The Trustwave scan is a non-intrusive, external vulnerability 
scan, meaning it does not attempt to break into your 
network or bring your network down. You may experience 
some latency on your Internet connection while this scan 
occurs (because the scan will use a portion of your available 
bandwidth while it is running), but it should not affect your 
infrastructure or cause any devices to stop responding. If you 
still have concerns, we recommend scheduling your scan for 
a date and time when your infrastructure is not likely to be in 
heavy use. 

3. How long will the scan take? 
 Scanning performance depends upon the following 
environmental factors:

• Bandwidth:  The network capacity that a network can 
transmit over a period of time is shared by all the devices 
using the connection. Bandwidth is represented as a 
certain amount of data over a set period of time. This is 
rarely a problem for most networks.

• Network latency:  The time between a request being 
sent and the response being received. Network latency 
is affected by the number of hops between sender and 
receiver and the quality of the connection. In general, 
the longer the distance traveled the higher the latency. 
Networks that have high latency generally suffer from long 
delays during connections and can cause problems when 
performing vulnerability scans.

• Types of Targets:  Different types of hosts take different 
amounts of times to scan, roughly based on the number 
of exposed services. Certain services, such as webservers 
with large amount of content can significantly increase 
scan times for a single host. Understanding the general 
ratio of webservers, desktops, servers, and other network 
devices will help estimate scan times.

4. How does the scanner find vulnerabilities?  
 Network vulnerability scanning is a multi-step process to 
identify security vulnerabilities on computers and network 
devices. The following steps are performed during scanning:

• System Discovery -  The first step identifies systems on 
the network that are can be tested for vulnerabilities.

• Service Discovery -  Next, the scanner determines which 
network services are available on each discovered system, 
such as mail and web servers.

• Vulnerability Detection -  Next, a series of tests are 
performed to identify security vulnerabilities such as 
missing patches or misconfiguration.

• Reporting -  Finally, a report is generated consisting of all 
identified vulnerabilities as well as recommendations on 
how to address each vulnerability.

5. What is the difference between a scan series and a single 
scan? 
 A scan series is a scan that reoccurs over a set period of 
time. When a scan is part of a series, only the date and time 
can be modified for an individual scan. To modify additional 
scan settings, such as scan name, targets, or blackouts, 
the entire scan series needs to be edited. A dropdown with 
each scan date on the scan schedule screen can be used 
to navigate between a scan series and a single scan in a 
series. 

6. The scan found vulnerabilities, how do I fix them? 
 In the scan report, a detailed description of each vulnerability 
will be provided as well as the steps required to resolve the 
vulnerability. Additionally, external links to security resources 
such as CVE, OWASP, and other security sites are suggested 
for more details on each vulnerability. After the vulnerabilities 
have been fixed, the “Rescan” button can be used to confirm 
if the vulnerabilities have been properly resolved.

7. How do you rank, categorize, and score vulnerabilities? 
 Vulnerabilities are scored using the common vulnerability 
scoring system (CVSS), an industry-wide standard for 
calculating vulnerability risks. For PCI purposes, any 
vulnerability over 4.0 constitutes a PCI failure. The following 
table shows how CVSS scores map to PCI scan scores 
(https://www.pcisecuritystandards.org/pdfs/asv_program_
guide_v1.0.pdf): 
 

Additional information about CVSS can be found here:  
http://nvd.nist.gov/cvss.cfm

 

Table 2: Vulnerability Severity Levels Based on the NVD and CVSS Scoring 

CVSS Score 
Severity  

Level 
Scan 

Results Guidance 

7.0 
through  

10.0 
High Severity Fail 

To achieve a passing scan, these vulnerabilities must 
be corrected and the affected systems must be re-
scanned after the corrections (with a report that shows 
a passing scan). Organizations should take a risk-
based approach to correct these types of 
vulnerabilities, starting with the most critical (rated 
10.0), then those rated 9, followed by those rated 8, 7, 
etc., until all vulnerabilities rated 4.0 through 10.0 are 
corrected. 

4.0 
through  

 6.9 

Medium 
Severity Fail 

0.0  
through

 3.9 
Low Severity Pass

While passing scan results can be achieved with 
vulnerabilities rated 0.0 through 3.9, organizations are 
encouraged, but not required, to correct these 
vulnerabilities. 
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8. What can I do if I believe some of the reported 
vulnerabilities are false positives or incorrect? 
 Due to the nature of vulnerability scanning and certain 
compliance requirements, there may be times when scans 
report vulnerabilities that are incorrect or are not valid 
security risks because they are mitigated through technical 
or non-technical controls or processes. When these cases 
occur, vulnerabilities can be disputed using the “Dispute 
Findings” button. When selected, a form will display where 
comments can be entered regarding the vulnerability finding. 
For non-PCI compliance affecting scans, these disputes 
will be automatically accepted. For PCI scans, a support 
representative will review the information provided and help 
resolve the issue. 
In addition to disputing a single finding, multiple vulnerability 
findings can be selected and then disputed at the same time 
if they contain the same finding across different hosts to 
quickly address vulnerabilities across multiple systems.

9. Why are some of my disputes approved right away while 
others don’t appear in the list? 
 If you are filing a dispute for compliance-affecting 
vulnerabilities, then our scanning department must manually 
review your dispute. Disputes for vulnerabilities that do not 
affect compliance and are medium, low, or informational 
in severity are automatically accepted in our system. A 
response to your dispute should be provided within 5 
business days.

10. What IP addresses will the scans originate from? 
 The TrustKeeper vulnerability scans will originate from the 
following IP address block: 

204.13.201.0/24 - (204.13.201.1 through 204.13.201.254) 
and 

64.37.231.0/24 - (64.37.231.1 through 64.37.231.254)

Trustwave recommends that you review any configurations 
you may have put in place to account for the authorized 
TrustKeeper vulnerability scans. Specifically, we recommend:

• Notifying anyone responsible for performing security 
monitoring of your networks of Trustwave’s scan IP’s

• Checking the configuration of any Intrusion Detection 
or Intrusion Prevention systems to allow Trustwave’s IP 
addresses

For more information: www.trustwave.com
Copyright © 2016 Trustwave Holdings, Inc.

VM_0216


